Status: School Ratified by: Headteacher Review date: Jan 2021

Safe Use of Children’s
Photographs and Video
Policy

The Bythams Primary School

+

Reviewed and updated: Jan 2021
Next review: Jan 2023

Signed: ...l l s
f [
Name: Debbie Shepherd Name: Jeremy Millar
(Acting Headteacher) (Chair of Governors)

Date: \11\ ......... Date: \ rl A\



Status: School Ratified by: Head Teacher Review date: Jan 2021

Introduction

Schools need and welcome publicity. Children’s photographs add colour, life and
interest to articles promoting school activities and initiatives. Making use of
photographs for publicity materials and to promote the school in the press can
increase pupil motivation and staff morale, and help parents and local community
identify and celebrate the school’s achievements.

However, photographs must be used in a responsible way. Schools need to respect
children’s and parents’ rights of privacy and be aware of potential child protection
issues.

At the Bythams Primary School every reasonable effort will be made to minimise risk
by following the guidelines detailed in the document and by securing parental
consent for the use of photographs and video.

This policy applies to the use of photographs in school publicity materials, on its
website and in the press.

This policy reflects the consensus of opinion of the staff and governing body of the
Bythams Primary School. Its implementation is the responsibility of all staff. Parents
and visitors will be made aware of this policy.

Child Protection

There may be a risk when individual pupils can be identified in photographs. For
that reason the governing body of the Bythams Primary School have developed this
policy to make every effort to minimise risk.

In the event of the inappropriate use of children’s photographs the Head teacher will
inform the local Child Protection Officer and Social Services and / or the Police.

Data Protection Act 1998

Photographs and video images of pupils and staff are classed as personal data under
the terms of the Data Protection Act 1998. Therefore, using such images for school
publicity purposes requires the consent of either the individual concerned or in the
case of pupils, their legal guardians.

The Bythams Primary School will not display images of pupils or staff on websites, in
publications or in a public place without such consent. The definition of a public
place includes areas where visitors to the school have access.

Where photographs are taken at an event attended by large crowds, this is regarded
as a pubic area so it is not necessary to get permission of everyone in a crowd shot.
The Data Protection Act does not apply to photographs or films taken for personal
use by family and friends.



Status: School Ratified by: Head Teacher Review date: Jan 2021

Appropriate Use of Images in School Publicity Materials

The staff and governors of the Bythams Primary School will:

° Ensure that images are stored securely and used only by those authorised to
do so.
° Ensure that electronic images are stored on a secure network to which

members of the public have no access.

° Not use an image of any child who is subject to a court order.

® Secure parental consent for the use of children’s photographs,

L Ensure that children are appropriately dressed —a minimum of a vest/shirt
and shorts.

School Website

The advice for using photographs on a website is no different from their use in any
other kind of publication or publicity material. However, the staff and governors of
the Bythams Primary School are aware of the potential risk of inappropriate use of
images because of the lack of control over who might see the image and the wide
extent of the misuse of the Internet by certain people. Children’s names will not be
included in photographs of children published on the school website.

Parental Consent

The governors of the Bythams Primary School will seek the written consent of
parents/guardians regarding the use of photographs and video of children. A parent
or carer has the right to refuse or withdraw their consent at any time. Partial or
restricted consent can also be given where deemed necessary by the parent or carer.

When children leave the school, the school will remove any photographs from the
school website as soon as practically possible.

Images of children for which consent has never been given are not to be used, unless
the specific consent of the parent or carer is obtained. Should it not be possible to
obtain such consent, then images must be returned to the individual concerned or
destroyed.

Official use of Images/Videos of Children by the School

* All images taken by the school will be used in a manner respectful of the eight Data
Protection Principles.

This means that images will be:

e fairly and lawfully processed
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» processed for limited, specifically stated purposes only

¢ used in a way that is adequate, relevant and not excessive
® accurate and up to date

¢ kept on file for no longer than is necessary

e processed in line with an individual’s legal rights

* kept securely

¢ adequately protected if transferred to other countries

¢ The school is responsible for ensuring the acceptable, safe use and storage of all
camera technology and images within the school. This includes the management,
implementation, monitoring and review of the Photographs and Video Policy.

¢ Written permission from parents or carers will be obtained before images/videos
of children are electronically published by the setting.

¢ Written parental consent will be sought to take and use photographs offsite for
professional, marketing and training purposes. This may be in addition to parental
permission sought for onsite images.

* Written consent from parents will be kept by the setting where children’s images
are used for publicity purposes (such as brochures or publications), until the image is
no longer in use.

¢ Parental permission will be sought on an agreed basis, currently we ask annually
and on admission to the school

¢ A record of all consent details will be kept securely on file. Should permission be
withdrawn by parents/carers at any time, then all relevant images will be removed
and disposed of and the record will be updated accordingly.

* Images will not be kept for longer than is to be considered necessary, the school
will ensure that all photographs are permanently wiped from memory cards,
computer hard and portable drives or other relevant devices once the images will no
longer be of use.

* All images will remain on site at all times, unless prior explicit consent has been
given by the parent or carer.

¢ Any memory stick, CD or storage device containing images of children to be taken
offsite for further work will be suitably encrypted and it is returned within the
expected time scale.

* Images or videos that include children will be selected carefully when used online
and will not provide material that could be reused.

¢ Children’s’ full names will not be used on the website in association with
photographs.
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¢ The school will not include any personal addresses, emails, telephone numbers,
fax numbers on video, on the website, in a prospectus or in other printed
publications.

* The school will only use images of children who are suitably dressed.

o Staff will receive information regarding the safe and appropriate use of images as
part of their safeguarding training and responsibilities.

» All members of staff (including volunteers) will ensure that all images are available
for scrutiny and will be able to justify any images in their possession.

* Only official school owned equipment (e.g. work provided digital or video cameras)
will be used by staff to capture images of children for official purposes. Use of
personal cameras by staff is prohibited at all times.

* Any apps, websites or third party companies used to share, host or access
children’s images will be risk assessed prior to use. The school will ensure that
images are held in accordance with the Data Protection Act and suitable child
protection requirements (if necessary) are in place.

* Careful consideration is given before involving very young or vulnerable children
when taking photos or recordings, who may be unable to question why or how
activities are taking place.

* The school will discuss the use of images with children and young people in an age
appropriate way.

* Images will not be taken of any child or young person against their wishes. A child
or young person’s right not to be photographed is to be respected.

* Photography is not permitted in sensitive areas such as changing room, toilets,
swimming areas etc.

* Photographs will be disposed of should they no longer be required. They will be
returned to the parent or carer, deleted and wiped or shredded as appropriate.
Copies will not to be taken of any images without the consent of the parent/carer

Use of Photos/Videos by Parents or Carers

¢ The school will discuss and agree age appropriate acceptable use rules with
children regarding the appropriate use of cameras, such as places children can not
take the camera (e.g. unsupervised areas, toilets etc).

¢ The use of non setting provided devices e.g. mobile phones, children’s own digital
cameras, is covered in the school’s e-Safety policy.

¢ All staff will be made aware of the acceptable use rules regarding children’s use of
cameras and will ensure that children are appropriately supervised when taking
images for official or curriculum use.

e Members of staff will role model positive behaviour to the children by encouraging
them to ask permission before they take any photos.
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* Photos taken by children for official use will only be taken with parental consent
and will be processed in accordance with the Data Protection Act 1998.

e Parents/carers will be made aware that children will be taking photos/videos of
other children and will be informed how these images will be managed by the school
e.g. will be for internal use by the setting only (not shared online or via any website
or social media tool).

* Photos taken by children for official use will be carefully controlled by the school
and will be checked carefully before sharing online or via digital screens.

» Still and video cameras provided for use by children and the images themselves
will not be removed from the setting.

Use of Images of Children by the Media

* Where a press photographer is to be invited to celebrate an event, every effort will
be made to ensure that the newspaper’s (or other relevant media) requirements can
be met. A written agreement will be sought between parents and carers and the
press which will request that a pre-agreed and accepted amount of personal
information (e.g. first names only) can be published along with images and videos.

¢ The identity of any press representative will be verified and access will only be
permitted where the event is planned, and where press are to be specifically invited
to attend. No authorisation will be given to unscheduled visits by the press under
any circumstances.

* Every effort will be made to ensure the press abide by any specific guidelines
should they be requested. No responsibility or liability however can be claimed for
situations beyond reasonable control, and where the school is to be considered to
have acted in good faith

The Press

The use of photographs in newspapers and magazines is already subject to strict
guidelines. The Press Complaints Commission’s Code of Practice states that:

° Journalists must not interview or photograph a child under the age of 16 on
subjects involving the welfare of the child in the absence of or without the consent
of a parent or other adult who is responsible for the children.

L Pupils must not be approached or photographed while at school without the
permission of the school authorities.

° There is no breach of the Data Protection Act 1998 in passing on a child’s
name to a journalist as long as parental consent has been secured.

The Bythams Primary School will provide names of children to accompany
photographs published in newspapers and magazine only where the parent or
guardian have provided their consent.
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If children or parents have any concerns about inappropriate or intrusive
photography, they should report them to the Head teacher who would report them
in the same manner as any other child protection concern.

If the school or parents have concerns regarding the use of filmed images by
television companies they should contact the Office of Communication (Ofcom).
Any objections to this policy should be addressed to the Head teacher.

Use of Professional Photographers

* Professional photographers who are engaged to record any events will be
prepared to work according to the terms of the settings e-Safety policy.

* Photographers will sign an agreement which ensures compliance with the Data
Protection Act and that images will only be used for a specific purpose, subject to
parental consent

» Photographers will not have unsupervised access to children and young people

Use of Webcams

* Parental consent will be obtained before webcams will be used within the setting
environment for curriculum or educational purposes.

¢ All areas which are covered by webcams for security or safeguarding purposes will
be well signposted, and notifications are displayed so that individuals are advised
before entering such vicinity.

* Recordings will be retained for a limited time period only and for no longer than
their intended purpose. This will generally be a maximum of 30 days. All recordings
are to be erased before disposal.

Copyright

It is important to be sure of the copyright position of any photographs the school’s
intent to use, because photographic images are considered as artistic works under
the laws of copyright. Copyright is the right given to authors and creators of works,
such as books, films or computer programs, to control the exploitation of their
works. This right broadly covers copying, adapting, issuing copies to the public,
performing in public and broadcasting the material. Copyright arises automatically
and does not depend on the completion of any formalities, such as registration. The
school should be aware that photographs obtained from the internet are also
subject to copyright. The first owner of copyright is usually the author of the work.
The major exception is where such work is made in the course of employment, in
which case the employer owns the copyright. Commissioning and paying for work
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does not procure the copyright. Contractors and freelancers own the first copyright
in their work unless the commissioning contract agrees otherwise.

The school should also remember that copyright lasts for over 50 years. Photographs
taken after 1 August 1989 are protected for 70 years after the death of the
photographer. There are different rules regarding older photographers depending
on the relevant Copyright Act at the time they were taken. See below:

Date photograph taken | Length of copyright

Before 1912 Expired

50 years from the end
1July 1912 -1 June 1957  of the year in which the
photograph was taken

1June 1957 - 70 years from when the
1 August 1989 negative was taken
70 years after the death

After 1 August 1989 of tha Photagrather

It is the school’s responsibility to ensure that all photographs used on the website
have this credit applied.

More information on copyright is available from the following United Kingdom’s
Copyright Licensing Agency: http://www.cla.co.uk/

International Federation of Reproduction Rights Organisation: http://www.ifrro.org/




The Bythams Primary School

Protocols for Virtual Live Lessons and Live Chat (Home Learning Advice)

These protocols have been suggested to protect your child and the class teacher when they are teaching
and learning together online. Please read the document carefully and be objective about the information
listed below.

¢ During an online lesson, your child must wear suitable clothing (no pyjamas or offensive slogan T-
shirts) as should anyone else in the household when webcams are switched on. It will be the parent’s
responsibility to immediately switch off any webcam (pupils will be asked to leave the online lesson
if it is felt that a pupil or family members clothing is inappropriate). Once they have changed into
appropriate clothing, they will be permitted to re-join the session.

o All digital devices must be used in appropriate areas of the house, for example, not in
bedrooms.

e All live lessons are recorded. This is for safeguarding purposes, if any issues were to arise, the
video could be reviewed. (The recorded lessons will be stored for 21 days and then deleted)

e Live classes will be kept to a reasonable length of time the ideal time for a session are around 15
mins. The live lessons will always fall within normal school hours. Live lessons will be recorded,
and links shared within your child’s Google Classroom area.

¢ All Language used must be appropriate, including any family members and adults in the
background of any household.

e Google Classroom and the Stream are for learning purposes only. They are not to be used as a social
media forum. This will be monitored and checked.

e Children are not permitted to eat during online lessons. The learning platform is a representation
of a real classroom, teachers do not permit eating during lessons when they are physically in school
so please do not allow your child to eat during live lessons. Having a drink whilst learning and
participating is fine.

e Torecreate a suitable learning environment for your child, make sure they can sit at a table for the
lesson (where possible). Have access to a drink, pencil, ruler, rubber, and workbooks.

¢ When your child is learning online, please reduce distractions i.e. television, telephone calls, pets
etc. in the background.

¢ Let your child learn independently. Only offer support if there is a technical issue but please be
present somewhere in the same room.

¢ If possible, provide your child with a set of headphones and have the microphone on.

e Please be respectful towards the member of staff delivering the lessons.



Please be aware that the lesson could be for a whole class not just for your child. It is an open
forum; any distractions will disturb not only your child but the others.

Please engage in conversations with your child after the lesson and discuss the learning tasks and
assignments. This will help your children to strengthen their understanding of the learning content.

Teachers will respond to your child’s work once your child returns it but be mindful that teachers
will not be able to reply instantly due to the structure of their day/week. Staff will not respond out
of school hours.

Remember to consider and balance your child’s emotional wellbeing too by providing ample room
and time for reflection, physical activity, conversation, and play. The teacher input will be online
but much of the learning should be completed away from the computer.

Ensure your child is fully engaged and following expectations. This is the most challenging aspect
but can also be the most rewarding for your child’s future education.



